
	
	
What	is	CAPE?	
	
CAPE	is	a	comprehensive	cybersecurity	awareness	program	for	individuals	and	organizations,	
created	jointly	by	CISO	Academy	and	EY.	The	course	covers	the	entire	gamut	of	domains	which	
employees	must	be	aware	of	to	act	responsibly	and	securely.	
		

CAPE	 has	 been	 designed	 by	 some	 of	 the	 industry’s	 most	 reputed	 cybersecurity	 thought	
leaders,	with	a	combined	experience	of	over	100	years,	who	have	been	Global	CISOs,	Partners	
in	Big-four	consulting	companies,	and	have	held	apex	cybersecurity	leadership	and	advisory	
positions	in	the	government.		
	
The	 courseware	 is	 the	 best	 there	 is,	 built	 with	 insights	 gained	 in	 face-to-face	 trainings	
delivered	to	over	1700	CXOs	and	over	28000	employees,	 in	300+	cybersecurity	awareness	
training	sessions	spread	over	1000+	class	room	hours.	
	
The	subject	matter	is	focused	on	outcomes	–	getting	employees	in	companies	who	are	the	
weakest	link	in	cybersecurity	to	become	aware	of	the	threats	that	exist	and	their	impact,	and	
what	they	should	do	to	protect	themselves	and	their	company.		

The	courseware	covers	all	aspects	of	cybersecurity	that	an	employee	must	be	aware	of,	and	
it	is	delivered	in	simple	and	easily	understandable	format,	with	required	depth	for	employees	
of	all	departments	–	technical	and	non-technical	-	to	understand.	

	

CAPE	covers	15	modules,	as	below	

Password	Security	 	 	 	 Email	&	Phishing	Security	

Data	Privacy	&	PII	 	 	 	 Social	Engineering	 	 	 	

Physical	Security	 	 	 	 Public	wi-Fi	security	

Removable	Media	Security	 	 	 Device	security	

Malware	Protection	 	 	 	 Cyber	Attacks	

Social	Media	Security	 	 	 	 Information	Security	Fundamentals	

BYOD	and	Mobile	Security		 	 	 Internet	Usage	and	Online	Security	 	 	

WFH	Security	



	

	
	

Password	Security	
Passwords	are	the	most	ubiquitous	mode	of	accessing	computing	
infrastructures,	and	they	are	part	of	the	broad	concept	of	access	
control,	 one	 of	 the	 most	 critical	 components	 of	 information	
security.	 While	 passwords	 are	 critical	 to	 security,	 improper	
creation	and	use	of	passwords	can	become	a	gateway	for	cyber	
attackers	 to	 exploit.	 This	 module	 covers	 why	 passwords	 are	

critical,	how	they	are	stolen	by	attackers	(brute	force	and	dictionary	attacks,	keyloggers	and	
social	engineering),	and	how	employees	can	create	strong	and	complex	passwords,	and	learn	
about	 the	various	best	practices	 to	 secure	passwords	 for	protecting	 themselves	and	 their	
company	data.	
	
	

Email	and	Phishing	Security	
Emails	 are	 regarded	 as	 one	of	 the	most	 important	 channels	 of	
communication	in	an	organization.	While	emails	provide	easy	and	
unrestricted	business	communication,	they	have	become	a	major	
vector	 of	 attack.	 Last	 year,	 over	 90%	 of	 all	 successful	 attacks	
started	with	an	email.	Email	borne	phishing	attacks	are	today	the	
preferred	attack	method	adopted	by	cyber	attackers,	and	it	has	

become	 absolutely	 vital	 for	 all	 employees	 to	 know	 how	 to	 spot	 phishing	 emails,	 and	
understand	the	major	security	implications	of	downloading	malicious	attachments	or	clicking	
spoofed	 links	 in	 emails.	 This	 module	 explores	 the	 various	 attacks	 on	 email,	 and	 how	
employees	can	spot	phishing	emails	and	safeguard	themselves	from	email	attacks.	
	
	
	

Social	Engineering	
Social	 engineering	 attacks	 take	 advantage	 of	 employees	
unawareness,	to	deceive	them	into	parting	with	sensitive	data	or	
their	credentials.	Physical	and	cyber	social	engineering	attacks,	like	
tailgating,	 piggybacking,	 phishing,	 spear-phishing,	 whaling,	
Smishing,	Vishing,	QRishing,	BEC	etc.	have	become	the	preeminent	
attack	vectors	of	cyber	attackers,	and	over	90%	of	all	successful	

cyberattacks	 can	 be	 attributed	 to	 social	 engineering.	 Social	 engineering	 attacks	 are	
dangerous,	 because	 they	 cannot	 be	 stopped	 by	 technical	 controls	 like	 firewalls,	 and	
employees	have	to	protect	themselves	–	which	can	only	happen	if	they	are	made	aware.	This	
module	covers	the	various	social	engineering	attacks	and	their	prevention.	
	
	
	
	
	
	



	
BYOD	and	Mobile	Security	
Bring	 your	 own	 devices	 (BYOD)	 policy,	 which	 has	 become	 a	
standard	 in	most	companies	globally,	permits	employees	to	use	
their	 personal	 devices	 at	 work.	 This	 increases	 employee	
satisfaction	 and	 raises	 work	 productivity.	 While	 BYOD	 has	 its	
benefits,	it	also	opens	up	major	risks	due	to	the	increasing	use	of	
mobile	 devices	 for	 both	 personal	 and	 professional	 work.	 This	

module	covers	the	risks	that	BYOD	poses	to	companies	and	employees,	best	practices	 for	
employees	 to	 follow	 to	 mitigate	 the	 risks,	 understand	 why	 it	 is	 absolutely	 critical	 for	
employees	 to	 use	 secure	 personal	mobile	 devices	 in	 a	 BYOD	 environment	 and	 learn	 the	
various	techniques	to	secure	their	personal	mobile	devices.	
	
	
	

Data	privacy	and	PII	
Ensuring	 data	 privacy	 and	 protecting	 an	 individual’s	 personally	
identifiable	information	(PII)	has	become	one	of	the	most	critical	
concerns	 globally.	 However,	 this	 is	 not	 easy;	 on	 the	 one	 hand	
companies	 have	 to	 comply	 with	 strict	 legal	 mandates	 or	 face	
stringent	penalties,	on	the	other	hand	attacks	on	data	privacy	and	
breaches	of	PII	are	getting	rampant.	This	module	covers	what	 is	

data	privacy	and	the	legal	definition	of	PII	and	sensitive	PII,	the	difference	between	privacy	
and	security,	role	of	companies	and	employees	in	protecting	data	privacy	and	PII,	common	
issues	related	to	maintaining	data	privacy,	and	the	various	best	practices	organizations	and	
employees	can	take	to	protect	data	privacy	and	PII.	
	
	
	

Physical	Security	
Physical	 security	 is	 one	 of	 the	 most	 important	 components	 of	
information	 security,	 which	 can	 eliminate	 physical	 attacks	 on	
different	 classes	 of	 assets	 in	 the	 company,	 as	 well	 as	 mitigate	
physical	 social	 engineering	 attacks	 like	 tailgating,	 piggybacking.	
This	module	covers	what	is	physical	security	and	the	various	risks	
that	surround	assets,	various	physical	controls	like	barriers,	access	

cards,	 surveillance	 cameras,	 perimeter	 security,	 guards	 and	 firefighting	 etc.,	 clean	 desk	
policy,	 visitor	management,	dumpster	diving,	 safeguarding	 sensitive	data	and	documents,	
role	of	 employees	 in	 reporting	physical	 security	 incidents	 and	best	practices	 to	physically	
secure	themselves	and	company	assets.	
		
	
	
	
	
	



Public	Wi-Fi	Security	
Public	Wi-Fi	hotspots	provide	a	big	convenience	to	employees	to	
connect	to	the	 internet	and	company	network,	while	on	the	go.	
With	mushrooming	of	such	hotspots	in	hotels,	restaurants,	malls	
and	other	public	spaces,	the	probability	of	employees	using	these	
networks	is	very	high.	However,	public	Wi-Fi	networks	pose	major	
risks	of	data	interception,	and	these	have	become	favourite	places	

for	cybercriminals	to	harvest	credentials	and	snoop	sensitive	data.	This	module	covers	the	
common	attacks	and	risks	present	in	public	Wi-Fi	hotspots,	attacks	using	rogue	access	points	
and	evil	twins,	using	VPNs	for	connecting	to	company	networks	and	HTTPS	for	browsing,	and	
best	practices	for	employees	to	protect	themselves	and	their	data	in	Wi-Fi	networks.	
	
	
	

Removable	Media	Security	
Removable	media	has	become	an	extremely	common	way	to	store	
and	transfer	data.	However,	given	their	typically	small	size,	they	
are	apt	to	be	lost	or	stolen.	This	puts	sensitive	data	in	them	at	risk.	
They	 are	 also	 a	 vector	 for	 infecting	 employees’	 computers	with	
malware.	 This	 module	 covers	 what	 are	 removable	 media,	
company’s	removable	media	policy,		baiting	attacks	and	inserting	

unknown	USBs	in	computers,	preventing	loss	or	theft	of	removable	media	including	reporting	
procedures,	securing	data	 in	removable	devices	through	encryption	using	BitLocker	To	Go	
and	VeraCrypt,	and	precautions	for	safe	use	of	removable	media	including	backups,	deleting	
data	and	disabling	autorun.	
	
	
	

Device	Security	
Device	security	is	a	critical	component	of	the	overall	information	
security	stack.	Since	data	resides	in	devices,	they	are	the	ultimate	
targets	of	attack.	Device	security	must	be	implemented	to	protect	
data	 from	 security	 threats,	 and	 prevent	 data	 breaches	 and	
unauthorized	 access	 to	 sensitive	 data.	 This	 module	 covers	 the	
various	 of	 areas	 for	 securing	 devices	 including	 access	 security	

(passwords,	 screen	 savers,	physical	 security	 (using	 security	 cable	and	protecting	device	 in	
vehicles),	data	security(backups,	encryption	and	protecting	USB	storage),	privacy	 (prevent	
shoulder	surfing,	using	device	camera	shutters,	VPNs),	system	security	(patch	and	updates,	
anti-malware,	firewalls)	and	mobile	device	security.	
	
	
	
	
	
	
	
	



	
	
	
	

Malware	Protection	
Malware	 plays	 the	most	 dangerous	 and	 destructive	 role	 in	 the	
current	vitiated	cyber	environment,	and	they	are	the	weapons	of	
choice	for	cybercriminals.	It	is	very	important	for	every	employee	
to	 know	 the	 harm	 that	 malware	 can	 do	 and	 how	 to	 protect	
themselves.	This	module	covers	what	is	malware	and	why	it	is	so	
dangerous,	 the	 different	 types	 of	 malware	 (spyware,	 adware,	

trojans,	 ransomware,	 virus,	 worms,	 crypto-miners,	 rootkits,	 and	 keyloggers),	 and	 how	
cybercriminals	use	them	for	achieving	different	attack	goals,	how	to	know	if	one	has	been	
infected	using	specific	indicators,	securing	files	and	URLs	against	malware	using	VirusTotal,	
and	best	practices	for	employees	to	protect	themselves	and	their	data	against	malware.	
	
	
	

Cyber	Attacks	
Today	every	nation,	company	and	individual	is	being	subjected	to	
a	 continual	 stream	 of	 cyberattacks	 launched	 by	 different	
attackers.	 This	 module	 covers	 who	 are	 the	 attackers,	 what	 are	
their	goals,	how	they	exploit	technology	vulnerabilities	(XSS,	MitM	
attack,	 Drive-by	 attack,	 SQLi,	 hardware	 attacks,	 DOS,	
Eavesdropping	 attacks),	 exploit	 people	 vulnerabilities	 (phishing,	

spear	 phishing,	 Smishing,	 QRishing,	 vishing,	 BEC,	 whaling,	 form	 jacking,	 juice	 jacking,	
skimming,	shimming,	pharming),	the	vulnerability-exploit-malware	three	step	attack	process,	
how	attackers	find	vulnerabilities	to	exploit,	common	attack	tools,	creating	exploits,	exploit	
kits;	and	best	practices	for	employees	to	protect	themselves	from	cyberattacks.	
	
	
	

Information	Security	Fundamentals	
An	 understanding	 of	 the	 fundamentals	 prepares	 employees	 to	
understand	the	nuances	of	good	security	practices	that	they	must	
follow	 to	 protect	 themselves	 and	 their	 company.	 This	 module	
covers	what	is	information	security,	the	CIA	triad	and	goals	of	CIA,	
types	of	 assets,	 threats	 and	 vulnerabilities;	 people,	 process	 and	
technology	 controls;	 interactions	 between	 assets,	 threats,	

vulnerabilities,	controls	and	risk,	concept	of	information	security	management	system	(ISMS)	
and	 ISO	 27001	 standard,	 Company’s	 Security	 Policy,	 risk	management,	 Incident	 response	
plans,	managing	 security	 incidents	 and	 role	 of	 employees	 in	 reporting	 and	 responding	 to	
incidents.	
	
	
	
	


